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DI RECTOR OF CENTRAL | NTELLI GENCE DI RECTI VE 6/ 11 ‘!
Control |l ed Access Program Oversi ght Commttee

(Effective 14 Novenber 2002)

Pursuant to the provisions of the National Security Act of
1947, as anended, and Executive Orders 12333 and 12958, the
Controll ed Access Program Oversight Commttee is hereby
established to assist the Director of Central Intelligence in
carrying out his responsibilities for controll ed access prograns
within the National Foreign Intelligence Program

1. Controlled Access Prograns

The followi ng controll ed access prograns are covered by this
Directive:

1.1 Sensitive Conpartnmented Information (SCl). The Nati onal
Security Act of 1947 and Executive Orders 12333 and 12958
grant the Director of Central Intelligence (DCl) the
authority to protect classified information concerning or
derived fromintelligence sources, nethods, or analytica
processes. This Directive covers all prograns within the SCl
control system

1.2 Oher Special Access Prograns. The National Security
Act of 1947, Executive Oder 12333, and Executive Order 12958
authorize the DCI to create special access prograns
pertaining to intelligence activities (including special
activities, but excluding mlitary operational, strategic and
tactical prograns), or intelligence sources or nmethods. This
Directive covers all such prograns.

1.3 Restricted Collateral Information. This Directive also
covers prograns other than SCI or special access prograns

t hat inpose controls governing access to classified
intelligence information or control procedures beyond those
normal Iy provided for access to CONFI DENTI AL, SECRET, or TOP
SECRET information, and for which funding is specifically
identified. This Directive does not cover access controls
for human or organi zati onal sources.

1 This Directive supercedes DCID 3/29P, dated 2 June 1995.
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Controll ed Access Policy

2.1 Al proposals to create or maintain controll ed access
prograns shall be reviewed by the Controlled Access Program
Oversight Commttee (CAPOC). Controlled access prograns
shall be kept to an absolute m nimum and only established and
mai ntai ned to protect the nation's nost sensitive and
critical intelligence information. Decisions to establish
control |l ed access prograns shall be based on a risk
assessnment, considering the sensitivity, risk of disclosure
and exploitation, and value of the information to be

pr ot ect ed.

2.2 The DCl or Deputy Director of Central Intelligence
(DDCl) shall determ ne whether to create, nodify, or
termnate controlled access prograns. Creation or
continuation of controlled access prograns shall only be nmade
upon a specific finding that:

a. The vulnerability of, or threat to, specific
information is exceptional; and

b. The normal criteria for determning eligibility for
access applicable to information classified at the sanme
| evel are not deenmed sufficient to protect the

i nformati on from unaut hori zed di scl osure; or

c. The programis required by statute.

2.3 Controlled access prograns shall be reviewed annually.
Any such program not granted approval to continue shall be
deconpartnented or term nated.

2.4 Only the DCI or DDCI may create, nodify, or term nate
control | ed access prograns.

CAPCC

3.1 The CAPQCC provides a nmechanismfor supporting the DCl in
the effective execution of DCl responsibilities for the
control |l ed access prograns and activities within the National
Foreign Intelligence Program (NFIP). These responsibilities
i nclude ensuring the creation and continuation of only those
control |l ed access prograns necessary to protect sensitive
intelligence information; nonitoring the inplenentation of
control |l ed access prograns; directing program and performnce
audits and eval uations as necessary; and ensuring there is no
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conflict or unnecessary duplication between controlled access
prograns within the NFIP and ot her governnment prograns by
working with the appropriate representatives fromthose

progr amns.

3.2 The CAPCC shall review and validate controll ed access
prograns. The DCl or DDClI may waive review by the CAPCC for
prograns covered by equival ent oversight nmechani sns, or when
review by the CAPOC i s unnecessary to carry out the DCl's
responsibilities.

3.3 The CAPCC shall review the creation of new controlled
access prograns and validate existing controlled access
prograns. The review shall include:

a. The justification for controll ed access designation
or continued designation;

b. Wether the controlled access program duplicates any
ot her program

c. \Wether any other programwould benefit fromthe
information protected by the controll ed access program
or activity;

d. Verification of conpliance with US | aws,
regul ati ons, and pertinent policies, obtaining
appropriate | egal input;

e. Wether the unacknow edged or cover status of the
program shoul d be continued, if applicable;

f. Authorizations to require security standards in
excess of standards contained in DCIDs or other
appl i cabl e docunents; and

g. Such other matters as agreed to by the DCl and heads
of agenci es invol ved.

3.4 The menbership of the CAPOC shall include:

a. The DCl or the DDCI
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b. The DepSecDef if the controlled access programis
managed by a Def ense agency;

c. The head or deputy head of the agency(s) responsible
for the controll ed access program being reviewed (for
the CIA the Executive Director for the Centra
Intelligence Agency shall attend as the agency head);
and

d. The Executive Director for Intelligence Community
Affairs.
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3.5 The DCl may invite other individuals to participate in
particul ar CAPQOC revi ews.

3.6 The DCl shall call neetings of the CAPOC. M nutes of

t he neetings shall be taken, including the decisions of the
DCl or DDCI, and the findings required by 2.2 above.

3.7 The DCl and DDClI may alter the procedures of the CAPCC
when reviewi ng a controll ed access program of speci al
sensitivity.

3.8 As necessary, the CAPOC wi |l approve policies,
procedures, and security standards pertaining to controlled
access prograns.

Controll ed Access Program Coordi nation Ofice (CAPCO

4.1 The Controlled Access Program Coordi nation Ofice
(CAPCO) is established within the Ofice of the DCI. The
Director of the CAPCO shall be appointed by the DC

4.2 The CAPCO shall conduct the followi ng activities:

a. Develop risk assessnent criteria and procedures for
the review and eval uation of controlled access prograns;

b. Provide guidance to Intelligence Community agencies
concerni ng subm ssions to the CAPCC

c. Coordinate with other controll ed access program
oversight fora to neet the requirenents of the CAPCC

d. Coordinate the CAPOC agenda and nonitor directed
t aski ngs;

e. Review and eval uate agency subm ssions and make
recomendati ons to the CAPCC

f. Provi de secretariat services for the CAPCC, and

g. Mintain a register of all controlled access
prograns in the NFIP.

4.3 The CAPCO shall work in concert with the agency whose

controlled access programis being reviewed in preparing
material for the CAPQCC.
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4.4 The CAPCO shall coordinate security policies with the
Speci al Access Program Oversight Commttee of the Departnent
of Def ense.
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5. Responsibilities of Intelligence Community Agencies

5.1

Heads of Intelligence Conmunity Agencies with controlled

access prograns covered by this Directive shall:

a. Recommend the creation, nodification, or termnation
of controll ed access prograns, pursuant to the standards
in Section 2 above;

b. Conduct an annual review of each program i ncluding
conpartnents and subconpartnents thereof, and docunent
the review At a mninmum the review shall include the
items nmentioned in Section 3.3 above;

c. For each controlled access program ensure the

appoi ntnent of a security manager who is responsible for
adm ni stration of security for the program i ncluding
record mai nt enance;

d. Ensure for any controlled programinvol ving

i ndustry, that proper officials within the contractor’s
facility, to include the facility security office and

ot her appropriate corporate officials, are cogni zant of
the nature and extent of their facility’ s involvenent in
t he program

e. Ensure proper reporting of: 1) adverse information
on personnel wth access to a programto the cognizant
security office; and 2) instances of suspected waste,
fraud, and abuse to the Inspector General of the agency;

f. Designate an official point of contact to the CAPCC,
and

g. For agencies with nore than one controll ed access
program designate a central office to coordinate the
activities in this section. The central office shall be
the official point of contact to the CAPCC

Sy ~~ e
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_ < 14 Novenber 2002
Director, of Central Intelligence Dat e
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